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 Privacy Policy
Effective as of March 14, 2025
[bookmark: _u65zjidkgefs]Benegames, Inc.(“Benegames” or “we” or “us” or “Company”) funds are held and managed in accordance with Benegames’ Terms and Conditions. Transactions are processed  via Georgia Banking Company, Member FDIC, who facilitates the transfer of funds to and from your HSA Account.  Below are Privacy Notices and Policies applicable to your Benegames account from Benegames, Inc. and Georgia Banking Company.
[bookmark: _940zrnh2oip]GLBA Privacy Notice
Privacy Policy 

[bookmark: _60ncbwhlldhl]Gramm Leach Bliley Act (GLBA) Privacy Notice 
	[bookmark: _xgwwh2p93w]
[bookmark: _tz59v1nc381n]FACTS 
	[bookmark: _i982ga761ken]
[bookmark: _3yc4fj3t6qtw]WHAT DOES BENEGAMES,INC.(“BENEGAMES”) DO WITH YOUR PERSONAL INFORMATION? 


	[bookmark: _dnkpevs23e7g]
[bookmark: _oafg3rqzfjw5]
[bookmark: _oys5z8n27bxt]Why?

	[bookmark: _vqxeagptsku0]
[bookmark: _140riu3dqb9x]Financial companies choose how they share your personal information. Federal law gives consumers the right to limit some but not all sharing.  Federal law also requires us to tell you how we collect, share, and protect your personal information. Please read this notice carefully to understand what we do.


	[bookmark: _li85r3uaxrzg]
[bookmark: _jt2wu6uki0h1]
[bookmark: _londt9sp4n7r]
[bookmark: _ptdbhu52yn68]What?
	[bookmark: _70onjvr07qe5]
[bookmark: _agogbdq7d5dk]The types of personal information we collect and share depend on the product or service you have with us. This information can include:
· [bookmark: _gd6jqoi6oj67]Social security number and income
· [bookmark: _e09v6eguxcg3]Account balances and transaction history
· [bookmark: _abx289pthnn3]Payment history and employment information
[bookmark: _9e07utugstih]
[bookmark: _zd3pu6gw0p8s]When you are no longer our customer, we continue to share your information as described in this notice.


	[bookmark: _6bfhwt9rd669]
[bookmark: _76bnufmbyakd]
[bookmark: _khcnw9xj4ts4]How?
	[bookmark: _ezh7th9a8kr]
[bookmark: _yhi4o7o51o0z]All financial companies need to share customer personal information to run their everyday business. In the section below, we list the reasons financial companies can share the personal information of their customers, the reasons Benegames chooses to share, and whether you can limit this sharing.


	[bookmark: _j9iaq8o1m0ot]
[bookmark: _3fy51z3ahwn4]Reasons we Can Share your Personal Information
	[bookmark: _qmui5wxpe2ns]
[bookmark: _4487fo26af47]Does Benegames Share?
	[bookmark: _26oqxi1q4zsh]Can you Limit This Sharing?

	[bookmark: _ymqh1eqvmex4]For our everyday business purposes – such as to process your transactions, maintain your account(s), respond to court orders and legal investigations, or report to credit bureaus
	[bookmark: _uh6e7ys5cu4w]Yes
	[bookmark: _lsb0nqcw2egz]No

	[bookmark: _ilrrtc5dcyx]For our marketing purposes – to offer our products and services to you
	[bookmark: _wgen9n8r6hj7]Yes
	[bookmark: _hh3rjeql5m]No

	[bookmark: _ehhcdupsytgp]For joint marketing with other financial companies
	[bookmark: _6xk698mi5afh]No
	[bookmark: _ivccenfbgcad]No

	[bookmark: _sr3ulvub3i6t]For our affiliates’ everyday business purposes – information about your transactions and experiences
	[bookmark: _ahb7cjheoqoo]No
	[bookmark: _7slfz7gf6dv9]We don’t share

	[bookmark: _o73s9k85geom]For our affiliates’ everyday business purposes – information about your creditworthiness
	[bookmark: _yvcz1aaadgr6]No
	[bookmark: _1jwsfpraiyot]We don’t share

	[bookmark: _wmheffrdnpan]For our affiliates to market to you
	[bookmark: _tlir6i5alh81]No
	[bookmark: _71vhtyptk5wt]We don’t share

	[bookmark: _tqqk6gntu9vh]For nonaffiliates to market to you
	[bookmark: _aw30v0r6vcu9]No
	[bookmark: _ursgudt0dh9t]We don’t share

	[bookmark: _ux9yxs5k6tcz]
[bookmark: _rvsvdxfqbolq]
[bookmark: _mhxbai9d3cg3]To Limit our Sharing
	[bookmark: _70onjvr07qe5]
[bookmark: _8i7tlqlg2ojv]Call 502-325-3610
[bookmark: _70onjvr07qe5]Please note:If you are a new customer, we can begin sharing your information 30 days from the date we sent this notice. If you’re an existing customer and have opted out previously, you don’t need to update your privacy choices again. When you are no longer our customer, we continue to share your information as described in this notice. However, you can contact us at any time to limit our sharing using the details above.


	[bookmark: _x65ks5gqa03f]
[bookmark: _p95elytcefgu]Questions?
	[bookmark: _jpko8memenc]
[bookmark: _ie2gvy3oipv4]Contact us at 502-325-3610


	[bookmark: _n35qkc4i9f2h]Who We Are

	[bookmark: _gp2wdfbj8lek]
[bookmark: _mu3udqi0ogcl]
[bookmark: _ucirkgbp1f1b]Who is providing this Notice?

	[bookmark: _knazlugczdq]
[bookmark: _gpmmwi859dnw]
[bookmark: _4u8gshfuz7p5]Benegames, Inc.





	[bookmark: _y62x2hi963nf]What We Do

	[bookmark: _we5jdxgjek9k]
[bookmark: _fkyhcq5z8lnu]How does Benegames protect my personal information?

	[bookmark: _70onjvr07qe5]
[bookmark: _onor5s6lbx03]To protect your personal information from unauthorized access and use, we use security measures that comply with federal law. These measures include computer safeguards and secured files and buildings. We restrict access to your personal information to our employees who need to know that information to provide your products and services.

	[bookmark: _7zjlc556dpon]
[bookmark: _vf56nw63n3lq]
[bookmark: _xufvn5nt86qg]How does Benegames collect my personal information?
	[bookmark: _70onjvr07qe5]
[bookmark: _rrjbretlk01h]We collect your personal information, for example, when you:
· [bookmark: _70onjvr07qe5]Open an account or provide account information
· [bookmark: _c6ycehivmgze]Process transactions through your Benegames account
· [bookmark: _wlx68satwkcu]Give us your contact information
[bookmark: _70onjvr07qe5]We also collect your personal information from others, such as credit
[bookmark: _quwpng17aa2z]bureaus, affiliates and other companies.


	[bookmark: _y5zuplv3bb3x]
[bookmark: _3yfvni7pxq0v]
[bookmark: _joeik8hjx1rw]Why can’t I limit all sharing?
	[bookmark: _70onjvr07qe5]
[bookmark: _tbvadnkntyib]Federal law gives you the right to limit only:
· [bookmark: _70onjvr07qe5]Sharing for everyday business purposes of our affiliates
· [bookmark: _x0v8i45wjwgk]Sharing for affiliates to market to you
· [bookmark: _qkzgoab23hrf]Sharing for nonaffiliates to market to you
[bookmark: _6yzj8tgoukyv]State laws and individual companies may give you additional rights to limit sharing. See below for more on your rights under state law.


	[bookmark: _z18c2qp13pyp]Definitions

	[bookmark: _853x6vhxgh2i]
[bookmark: _lnre6rrim4ts]Affiliates
	[bookmark: _70onjvr07qe5]
[bookmark: _e29nxpqhzgc]Companies related by common ownership or control. They can be financial and nonfinancial companies.
· [bookmark: _dn7vkzrrp0fl]Benegames partners with affiliates to provide services to facilitate administration of the platform or offer members the opportunity to earn rewards. 


	[bookmark: _z1axyvr8y15c]
[bookmark: _kqdksuq7jr9q]Non-affiliates
	[bookmark: _70onjvr07qe5]
[bookmark: _cxob2mxqi3fu]Companies not related by common ownership or control. They can be financial and nonfinancial companies.
· [bookmark: _puh3amn5gtil]Benegames does not share with nonaffiliates so they can market to you. 


	[bookmark: _f3jv1gsd2t9v]
[bookmark: _82kkwlaa1ed7]Joint Marketing
	[bookmark: _70onjvr07qe5]
[bookmark: _dpghs5ox0cuw]A formal agreement between non-affiliated financial companies that together market financial products or services to you.
· [bookmark: _7wtq01xp7z1f]Benegames does not do joint marketing. 



[bookmark: _ydhvf75p688g]
	[bookmark: _ydhvf75p688g]
[bookmark: _4na29szibwp]Other Important Information


	[bookmark: _ydhvf75p688g]
[bookmark: _fsg6lm7z15zo]Call Monitoring and Recording: If you communicate with us by telephone, we may monitor or record the call.
[bookmark: _ydhvf75p688g]
[bookmark: _b31hxqj15wcj]Rights Under State Law: You may have privacy rights under various state laws. We will comply with these laws to the extent they apply.
[bookmark: _ydhvf75p688g]
[bookmark: _bman0qftyu3]For California Residents:  We will not share information we collect about you with nonaffiliated third parties, except as permitted by law, including, for example, with your consent or to service your account.
[bookmark: _ydhvf75p688g]
[bookmark: _5ile30k94e2j]For Vermont Residents:  We will not share information we collect about you with nonaffiliated third parties, except as permitted by law, including, for example, with your consent or to service your account. 
[bookmark: _63ynq9xuxaff] 


[bookmark: _30otyat2fgo8]

[bookmark: _yxl25ctun3zk]
[bookmark: _w3kypojpjyh4]



[bookmark: _f06yrriunlzw]


[bookmark: _gwwk3ded5ok8]
[bookmark: _dirqbj11hirb]
[bookmark: _5d4rf0tcym71]Benegames Privacy Policy 

This Privacy Policy (“Policy”) has been adopted by Benegames, Inc.  (“Benegames” or collectively “we” or “our” or “us”) to affirm its commitment to compliance with the applicable privacy provisions of the Gramm-Leach-Bliley Act (GLBA) as implemented by Regulation P (Privacy), and other applicable privacy laws and regulations. It is the policy of Benegames to protect consumer and customer Personally Identifiable Information (PII), or any information that identifies, relates to, describes, is capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household. Examples of PII could include, but are not limited to full name, social security number, passport number, bank account information, credit card number, or driver’s license number. PII is also known as Non-Personal Public Information (NPI). 

This Policy outlines the regulatory requirements and provides guidelines on Benegames’s privacy practices, including how Benegames collects, uses, and discloses your information. Benegames takes all necessary steps to safeguard private information that has been provided by its consumers. This Policy outlines Benegames’ practice regarding use of PII for consumers, those consumers who become our customers, and former customers. 

[bookmark: _k0llsxxb8tdv]Information Collection, Use, and Sharing
See below for ways in which Benegames may collect, use, and share information.

· Information Collection - Benegames collects, retains, and uses information for the purpose of providing financial solutions and administering account relationships. We collect information from applications or other forms, which may include but is not limited to surveys and questionnaires. We may also collect information about transactions, information through cookies, and information we receive from consumer reporting agencies. 
· Use of Information - Benegames uses personal information in ways that align with the purposes for which it was originally requested and collected. For example, Benegames uses information to process customer requests and transactions, provide additional information about products and services, or to evaluate financial needs. Benegames collects and uses information to administer our business and deliver quality service. This may include advising consumers and customers about our products or services, those of our affiliates and our business partners, and other opportunities Benegames believes may be of interest to our customers. 
· Information Sharing - The primary federal regulation governing the collection, use and disclosure of customer information is Regulation P. As required by Regulation P, Benegames provides the required Notice to bank customers and consumers. The Notice is provided at account opening and as changes occur. 
· Sharing with Benegames’ Third-Party Service Providers and Joint Marketers - Benegames uses third-party service providers to assist with providing quality products and services to our customers. We may share the customer information we collect with third parties to facilitate the offering, administration, collection, and delivery of products and services under controlled circumstances designed to protect the privacy of our customers. We require third parties to comply with applicable laws and regulations as well as our requirements regarding security and confidentiality of such information.  

There may also be occasions where we are legally required to disclose information about our customers, such as in response to a subpoena, to prevent fraud, or to comply with a legally permitted inquiry by a government agency or federal regulator. 

Sharing with Benegames Affiliates 
· Fair Credit Reporting Act (FCRA) permits Benegames to share customer transaction information (i.e., number of monthly deposits made) and experience information (such as account balance) as well as information obtained from our customers. 
· Fair and Accurate Credit Transactions Act (FACTA) Section 214 provides consumers with the ability to limit the circumstances by which an affiliated institution may use certain information received from another affiliate to market to the consumer. 

A customer can request that their information is not shared with the affiliates of Benegames.

Information We Get from Others
We may also collect information from other sources. These sources include but are not limited to the following:  
· Banks and Financial Institutions: You may choose to link a bank account to add money to an account, receive a direct deposit, or other related services. When you link a bank account we receive financial information related to that account, including your account balance, and may also receive transaction history and information about the account owner. The amount of information we receive depends on your financial institution's own privacy policy. We use third-party bank account verification providers, such as Finicity Corporation (“Finicity”), to connect your Benegames Account with your bank account(s). Plaid’s use of your personal information is governed by Finicity’s Privacy Policy.
· Service Providers and Linked Account Data: We use third-party service providers to perform services for us, including to help us process and authorize your payments and to facilitate ownership of account transfers. By using our Services, you are authorizing us and our third-party service provider(s) to take actions on our behalf such as debiting your account using your selected payment method when you initiate such action.
· Credit Reference Agencies: We use these services that may provide information related to your credit file, such as your credit score, credit inquiries, and payment history.
· Social Media: When you interact with our Services through social media networks, we may receive information about you that you permit the social media network to share. The data we receive is dependent upon your privacy settings within the social media network.
· Job Applicant-related Third Parties: We may receive personal information from job applicant-related third parties, such as job application platforms, your current employer, references, background check providers and recruiters.
· Publicly Available Sources: We may also collect personal information from publicly available sources to, for example, contact you if we are otherwise unable to reach you, or, to send advertising or promotional materials or to personalize our Services.

Information Automatically Collected 
Some information is automatically collected. This includes but may not be limited to the following: 
· Information about you and your computer or mobile device such as your hardware model, operating system info, unique device identifier, mobile network information, device performance information, and information about the device’s interaction with our Services. Note that the Benegames App may periodically recollect this information in order to stay up to date. You can review and change permissions for some information the Benegames App has access to in your device privacy settings.
· Transaction data, when you use our Services, including if you give us access to collect your financial data from your other accounts, for example payments into and out of such accounts including the date, time, amount, merchant or beneficiary details.
· Usage data, including the electronic path you take to our Services, through our Services and when exiting our Services, as well as your activity information on our services.
· Location information. We use your information to protect against fraud. If you have location services in the Benegames  App enabled, we may track your geolocation and your IP address. You can withdraw your consent at any time by disabling location permission for the Benegames  App within your device settings. We may use third-party providers to help provide location-based services through mobile systems and we may make information available to such providers to enable them to provide their location-based services, provided that such third-party providers may use the information only in accordance with this Privacy Policy.
Sharing Personal Information 
We may share personal information with our affiliates, subsidiaries, or entities that share a common ownership in Benegames, partners, other Benegames App customers designated by you for the purposes of customer referrals or managing shared pockets, and to third-party service providers for purposes such as risk detection and prevention, customer service, email delivery and other similar services.

We may also be required to share personal information in the event of a corporate restructuring (e.g., merger, sale, joint venture, or other disposition) or when we deem it necessary or appropriate to:
· Comply with applicable laws, including disclosing information to fraud prevention agencies
· Comply with lawful requests and legal process, including to respond to requests from public and government authorities to meet national security or law enforcement requirements
· Enforce our Privacy Policy
· Protect the rights, privacy, safety, or property of you, Benegames, or others 
We may also share anonymized or de-identified aggregate information (this means information that is no longer personal information because it is no longer attributable to a specific individual) with third parties to help deliver products, services, and content that are tailored to the users of the Benegames App and for other purposes. We may also disclose personal information about an individual to certain other third parties or publicly with their consent or direction.

Third-Party Online Advertising & Cookies
· Advertising - We participate in interest-based advertising and use third party advertising companies to serve you targeted advertisements based on your browsing history. We permit third party online advertising networks, social media companies and other third-party services, to collect information about your use of our online services over time so that they may play or display ads on our Services, on other websites or services you may use, and on other devices you may use. Typically, though not always, the information used for interest-based advertising is collected through tracking technologies, such as cookies, web beacons, embedded scripts, location-identifying technologies, and similar technology, which recognize the device you are using and collect information, including clickstream information, browser type, time and date you visited the Benegames App, AdID, precise geolocation and other information. We may share a common account identifier (such as a hashed email address or user ID) with our third-party advertising partners to help identify you across devices. We and our third-party partners use this information to make the advertisements you see online more relevant to your interests, as well as to provide advertising-related services such as reporting, attribution, analytics and market research. We may also use services provided by third parties (such as social media platforms) to serve targeted ads to you and others on such platforms. We may do this by providing a hashed version of your email address or other information to the platform provider.
· Social Media Widgets and Advertising - Benegames may use social media platforms like Instagram, Facebook, Twitter, and LinkedIn. We may display targeted advertising to you through these social media platforms. These companies have interest-based advertising programs that allow us to direct advertisements while those users are on the social media platform. We may share a unique identifier, such as a user ID or hashed email address, with these platform providers or they may collect information from our website visitors through a first-party pixel. These activities are governed by the privacy policies of those social media companies that provide them.
· Third Party Partners - We may use third-party analytics on our Services to better understand how you interact with our Services. The information we obtained through our Services may be disclosed to or collected directly by these third parties. 
· Cookies - We and our third-party partners may also use cookies and tracking technologies for advertising purposes. Benegames uses various technologies to collect information, and this may include sending cookies to your computer or mobile device.  “Cookies” are small text files that are stored on your device or hardware by a website. Cookies can be stored on your computer for different periods of time. Some cookies expire after a certain amount of time, or upon logging out (session cookies), others survive after your browser is closed until a defined expiration date set in the cookie (as determined by the third party placing it), and help recognize your computer when you open your browser and browse the Internet again (persistent cookies). For more details on cookies please visit All About Cookies (https://www.allaboutcookies.org/).

On most web browsers, you will find a “help” section on the toolbar. Please refer to this section for information on how to receive a notification when you are receiving a new cookie and how to turn cookies off. Please refer to this section for guidance on how to modify your web browser’s settings.  Please note that if you limit the ability of websites to set cookies, you may be unable to access certain parts of the Site and you may not be able to benefit from the full functionality of the Site.

Advertising networks may use cookies to collect Personal Information. Most advertising networks offer you a way to opt out of targeted advertising. If you would like to find out more information, please visit the Network Advertising Initiative’s online resources at http://www.networkadvertising.org and follow the opt-out instructions there.

If you access the Site on your mobile device, you may not be able to control tracking technologies through the settings.
· Email Pixels - We use pixels in our email campaigns that allow us to collect your email and IP address as well as the date and time you open an email or click on any links in the email.
· Analytics - We may also use analytics tools such as Google Analytics to collect information regarding visitor behavior and visitor demographics on our Site and develop website content.  This data is not tied to any Personal Information.  For more information on how Google uses this data, go to www.google.com/policies/privacy/partners/.  You can opt out of Google’s collection and Processing of data generated by your use of the Site by going to http://tools.google.com/dlpage/gaoptout.
· Online Tracking and “Do Not Track” Signals - We and our third party service providers, including Facebook, may use cookies, pixels, or other tracking technologies to collect information about your browsing activities over time and across different websites following your use of the Site and use that information to send targeted advertisements. Our Site currently does not respond to “Do Not Track” (“DNT”) signals and operates as described in this Privacy Policy whether or not a DNT signal is received. If we do respond to DNT signals in the future, we will update this Privacy Policy to describe how we do so
Control Over Your Information 
You always have the ability to control the way your information is used. Below are some ways to manage your information with Benegames.
· Updating your Information - Once you have registered for an Account, you may be able to update or correct your profile information details and preferences by accessing your account settings through the Benegames App, or by contacting us at support@benegames.com or write to us at: Benegames, 507 Ocean Blvd, Ste 201, St. Simons Island, GA 31522.
· Deactivating your Account - We do not delete information about you upon deactivation of your Account. Although your deactivated status is reflected promptly in our user databases, we may retain the information you submit for a variety of purposes, including legal compliance, backups and archiving, prevention of fraud and abuse, and analytics. Upon deactivation, you will no longer receive emails from Benegames and links to third-party financial accounts and services will automatically terminate. If you have a money transfer transaction pending at the time you deactivate your account, your link to this service from Benegames will terminate but your pending transfer will continue to completion and your bank account will remain open.
· Correcting Credit Reports - Information related to your creditworthiness is maintained by the credit bureaus. If you find that there is an error or you want to dispute the information found in your credit report, please contact the credit reporting bureaus: Experian, Transunion, and Equifax. 
· Opting-Out of Certain Online Ads - To learn more about interest-based advertising and how you may be able to opt-out of some of this advertising, you can visit the Digital Advertising Alliance (DAA) and/or the Network Advertising Initiative’s (NAI) at www.aboutads.info/choices or http://www.networkadvertising.org/choices/. You may also be able to limit interest-based advertising through the settings menu on your mobile device by selecting “limit ad tracking” (iOS) or “opt-out of interest-based ads” (Android). You may also be able to opt-out of some — but not all — interest-based advertising served by mobile ad networks by visiting http://youradchoices.com/appchoices and downloading the mobile AppChoices app. Please note: When you opt out of receiving interest-based advertisements, this does not mean you will no longer see advertisements from us. It means that the online ads that you see from DAA program participants should not be based on your interests. We are not responsible for the effectiveness of, or compliance with, any third-parties’ opt-out options or programs or the accuracy of their statements. In addition, third parties may still use cookies to collect information about your use of our online services, including for analytics and fraud prevention as well as any other purpose permitted under the DAA’s Principles.
· GLBA-Covered Data - Our GLBA Privacy Notice provides information about how you can limit your sharing options for our financial services and GLBA-covered data.
[bookmark: _1g7990ix6jfq]Applicable State Laws 
Applicable state laws must be taken into consideration when marketing to customers via a third party. For example, Vermont and California state laws prohibit financial institutions from sharing customer PII unless the customer takes affirmative action authorizing the institution to do so. Therefore, customers with Vermont or California addresses must be removed from campaigns that involve information sharing with unaffiliated third parties under the Regulation P joint marketing agreement exception.

· California Consumer Privacy Act (CCPA) covers California residents about whom Benegames has collected personal information (PI) from and is applicable to any business that collects and stores PII of California residents, regardless of if the business is located in California. For purposes of this section the term “personal information” means information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular California consumer/resident or household.  Personal information does not include information that has been de-identified or that does not fall within the above definition of personal information.

As a consumer financial services company, Benegames has developed and implemented privacy and security controls to protect your personal information and comply with United States federal law, including but not limited to the Gramm-Leach-Bliley Act and the Fair Credit Reporting Act. As such, most of the personal information about you that we may collect and use is exempt from the CCPA.   

California Privacy Rights
Under the California Consumer Privacy Act, California residents, subject to certain limitations and exceptions, have the right to:
· Right to Know- The right to request the following information from us about our use of your personal information:
· The specific pieces of personal information we have collected about you
· The categories of personal information that we have collected about you
· The categories of sources from which your personal information was collected
· The business or commercial purpose for collecting or selling your personal information
· The categories of third parties with whom we may share personal information 
· Right to Delete - You have the right to request the deletion of your personal information that is collected or maintained by us.
· Right to Opt-Out of Sale - You have the right to opt-out of the sale of your personal information by us. We do not sell personal information.
· Right to Non-Discrimination - You have the right to not receive discriminatory treatment by us for the exercise of the privacy rights described above.

In some instances, we may not be able to honor your request. For example, we will not honor your request if we cannot verify your identity or if we cannot verify that you have the authority to make a request on behalf of another individual. Additionally, we will not honor your request where an exception applies, such as where the disclosure of personal information would adversely affect the rights and freedoms of another consumer or where the personal information that we maintain about you is not subject to your rights under the CCPA.

We will advise you in our response if we are unable to honor your request.  Additionally, if you request access to the specific pieces of personal information we have collected about you, we will not provide social security numbers, driver’s license numbers or government issued identification numbers, financial account numbers, account passwords or security questions and answers, or any other specific pieces of information if the disclosure presents the possibility of unauthorized access that could result in identity theft, fraud, or unreasonable risk to data, systems, and network security.
[bookmark: _e1hrmv3mw2rf]How to Exercise Your Rights under the CCPA
If you are a California resident, you may make a request to exercise your rights under the CCPA by either of the following methods:
· Submitting a request via email to support@benegames.com, or
· Call us at 502-325-3610.

· Children Online Privacy Protection Act (COPPA) is a federal law that imposes specific requirements on operators of websites and online services to protect the privacy of children under 13. It is Benegames’ policy NOT to (i) sell any customer or consumer PII to third parties, and (ii) collect PII from individuals under the age of 13, as defined by COPPA (Children Online Privacy Protection Act), and under the age of 16 (per the CCPA). The Benegames App is not directed to, and we do not intend to, or knowingly, collect or solicit personal information from children under the age of 13. If you believe that a child under age 13 may have provided us with personal information without parental consent, please contact us.
· Vermont State Law - Benegames does not share information of customers with a Vermont address with affiliated companies. 
· Privacy and Opt-Out Notice - Our customers provide private information to Benegames during daily business, and we are committed to treating such information responsibly. Our customers expect privacy and security for their banking and financial affairs. To that end, we provide the Privacy and Opt-Out Notice (Notice) to all consumers at account opening, enrollment for a new service, if there are changes to our privacy practices, and annually thereafter, if required by law. 
[bookmark: _bsn433mc7v7n]Reporting Unauthorized Disclosure of Personal Information 
The trust of our customers is Benegames’ most valuable asset. When an unauthorized disclosure of PII occurs, how Benegames responds and communicates to customers and regulatory agencies can be the difference between a potential compliance penalty or action lawsuit and an opportunity to reinforce our commitment to care. 

The negative impact of an information breach can create reputational risk and cause noncompliance with laws and regulations. Incidents may include any situation in which customer personal, financial or health information or records (whether in paper, electronic, or other form that is maintained by or on behalf of Benegames) may potentially be lost, misdirected, or in any way accessed by unauthorized individuals or parties. Any incidents or suspected incidents involving data security and disclosure of customer information should be reported immediately to the IT Department and/or Senior Management in accordance with the Information Security Policy’s standards and associated procedures. Benegames’ unaffiliated third-party service providers are instructed to report all unauthorized access to, and disclosure of, any customer information.




image1.png
BENEGAMES





